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Between Customer (Controller) and Dutchcode B.V. trading as Marketdata.ai
(Processor)

This Data Processing Agreement ("DPA") forms part of the Agreement between Customer

("Controller") and Dutchcode B.V. trading as Marketdata.ai ("Processor") for the provision of the

Marketdata.ai services.

This DPA applies automatically whenever Customer uses the Service to process personal data for

which Dutchcode B.V. acts as processor, regardless of plan tier. It sets out the parties' rights and

obligations under Regulation (EU) 2016/679 ("GDPR") and other applicable data protection laws. The

Controller remains responsible for determining the purposes, means, and lawful basis of processing

to the extent required by applicable law, including decisions about user lifecycle, role assignment,

and customer-managed identity configuration.
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Article 1: definitions

Personal Data: Any information relating to an identified or identifiable natural person as defined in

Article 4(1) GDPR.

Controller: Customer, being the natural or legal person which determines the purposes and means

of processing Personal Data.

Processor: Dutchcode B.V. trading as Marketdata.ai, processing Personal Data on behalf of the

Controller.

Data Subject: The identified or identifiable natural person to whom Personal Data relates.

Processing: Any operation performed on Personal Data as defined in Article 4(2) GDPR.

Sub-processor: Any processor engaged by Marketdata.ai to process Personal Data on behalf of the

Data Controller.

Services: The hosted platform and related services provided by Marketdata.ai.

Account Data: Data, files, documents, records, prompts, configurations, and other content

submitted to or processed through the Services for a specific Account on the Controller's behalf, as

defined in the Agreement. Account Data may include Personal Data; where it does, that Personal

Data is Customer Personal Data for the purposes of this DPA. Commitments in this DPA expressed in

terms of Account Data apply to that data whether or not it constitutes Personal Data.
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Article 2: scope and purpose of processing

2.1 Scope: This DPA applies to all processing of Personal Data by the Processor in connection with

the provision of the Services to the Controller.

2.1A Plan Neutrality: This DPA applies regardless of plan tier and is not reduced or limited by SLA

eligibility, support tier, or commercial plan selection, except to the extent a specific processing

feature is not enabled for the relevant Subscription.

2.2 Documented Instructions: The Processor will process Personal Data only on documented

instructions from the Controller, including as set out in the Agreement, this DPA, and the

Controller's use and configuration of the Service. If the Processor believes an instruction infringes

applicable data protection law, it will inform the Controller without undue delay.

2.3 Purpose: Personal Data will be processed only as necessary to provide, secure, support, and

operate the Services in accordance with the Controller's documented instructions. This may include

the following activities:

• Provision of the Marketdata.ai platform and services for Customer-controlled Accounts

• User authentication and Account access management

• SSO / OIDC-based sign-in, where configured for the relevant Subscription

• Role-based user provisioning, deprovisioning, and Account access control based on Controller

configuration

• Customer-requested support limited to Account incidents, diagnostics, and Account Data made

available by the Controller

• System monitoring and security for Customer-controlled Account Data

• Email-based ingestion security controls, including sender verification and routing review where

enabled by the Controller

• Backups, resilience, and recovery operations for Customer-controlled Account Data

• Compliance with legal obligations that apply to the Processor in relation to Customer Personal

Data
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For clarity, provider-side account administration, Marketdata.ai billing and collections, relationship

management, and general support communications are controller-side activities described in the

Privacy Notice and are not processor activities under this DPA.

2.4 Confidentiality Of Personnel

The Processor ensures that persons authorized to process Personal Data are subject to appropriate

confidentiality obligations, whether by contract, policy, or law. The Controller remains responsible

for determining which customer administrators and users should receive access, which roles they

should hold, and whether the configured access model is appropriate for the Controller's own

internal controls.
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Article 3: categories of data and data subjects

3.1 Categories of Data Subjects

• Employees and contractors of the Data Controller

• Authorized users of the Marketdata.ai platform

• Contact persons at vendor and client organisations

3.2 Categories of Personal Data

• Identity data (name, employee ID, job title)

• Contact data (email address, phone number)

• User Account data (username, hashed password, preferences)

• Account usage data (login timestamps, feature usage, IP addresses associated with Account

access, role assignments, and access-scope records)

• Support materials and diagnostics made available by the Controller for Account troubleshooting

• Business data (organisational structure, cost centre assignments)

• Document data (uploaded files, derived content, metadata)

• Financial data (invoice details, contract terms, pricing information)

• Sender verification and email-routing metadata for customer-enabled inbound ingestion

workflows

3.3 SSO Authentication Data

When SSO-based sign-in (OIDC or SAML 2.0) is configured for the relevant Subscription, the

following data is processed:
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• Identity Provider identifiers and Marketdata.ai-issued session tokens; IdP refresh tokens are not

requested (no offline_access scope) and are not stored

• Where a user connects an optional third-party integration account, that integration's access and

refresh tokens (application-layer AES-256-GCM field encryption)

• IdP-provided user attributes (email, name, profile)

• SSO login timestamps and IP addresses

• Domain verification records for allowed domains

3.4 Account Content Details

Personal Data within uploaded documents may include:

• Names and signatures on contracts and invoices

• Email addresses in document headers and correspondence

• Contact information of vendor representatives

• Employee identifiers in cost allocation documents

• Financial transaction details involving individuals
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Article 4: technical and organisational measures

4.1 Marketdata.ai implements appropriate technical and organisational measures to ensure a level of

security appropriate to the risk, including:

• Encryption of Personal Data in transit using TLS 1.3, which is required for client connections —

TLS 1.2 and earlier are refused

• Encryption of Personal Data at rest at the database-volume layer using LUKS2 (AES-256, XTS

mode), so the storage media holding the database is unreadable when detached from the host; the

volume's key is held on a separate encrypted volume rather than alongside the data

• Encryption of uploaded documents and files at rest in object storage using AES-256, with

encryption keys supplied by Marketdata.ai on every request and never stored by the hosting

provider

• Each Account's stored files are encrypted under a key derived for that Account alone, so the key

for one Account cannot decrypt another Account's files; deleting an Account destroys its

derivation material, rendering its stored files permanently unreadable (cryptographic erasure)

• Application-layer encryption (AES-256-GCM) for designated sensitive fields, including

authentication secrets, session and refresh tokens, and integration credentials

• Database backups and archived write-ahead logs encrypted client-side before upload using

authenticated encryption with 256-bit keys (XChaCha20-Poly1305), with keys escrowed outside

the backed-up environment

• Multi-factor authentication for administrative access

• Role-based access controls with least privilege principles

• Automated security monitoring with alerting covering application errors, performance

(transaction tracing and profiling) and custom security events, including row-level-security

violation reporting; off-site backups verified daily and a scheduled health check-in that alerts if a

backup or database host becomes unhealthy or a monitored job stops running; host security

events centrally retained from every server in an append-only security-log store (180-day

retention, modification denied to the application role at the database layer); live database-host

metrics (CPU, memory, load and disk) available to operators in the admin console; together with

logging and incident-response procedures. Monitoring coverage continues to be extended under

our ISO/IEC 27001-aligned security programme
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• Operating-system security patching applied automatically each day across all hosts; on

production hosts, kernel fixes are additionally applied to running systems by a live-patching

service. Restart-requiring updates are activated automatically in staggered per-host windows so

redundant hosts do not restart together, with database hosts excepted and restarted under

supervision

• Malware scanning at the Service's intake boundary — uploads, API submissions and inbound

email attachments — where every file that can later be served back to a user is scanned before it

is stored, performed on infrastructure operated by the Processor so no document is transmitted

to a third party for scanning; content matching a signature is refused rather than stored, and an

unavailable scanner refuses the intake rather than accepting unscanned content

• Automated vulnerability scanning and deployment security checks

• Secure backup and disaster recovery procedures

• Staff security training and access controls

• Physical security measures at data center facilities

• Data pseudonymization and anonymization where possible

• Uploaded documents retained according to the Data Retention Schedule in Appendix A;

temporary processing artifacts are purged after processing completes

• Purpose limitation for AI processing (we do not use Account Data, including de-identified or

aggregated derivatives, to train, fine-tune, or improve any machine-learning or AI model, or

instruct or authorize any subprocessor or third party to do so)

• Tenant isolation for document processing and storage

4.2 Account Content Security

Additional measures for account content processing include:
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• Integrity verification for uploaded content

• Temporary processing in isolated processing environments

• Automatic purging of processing artifacts after completion

• AI-related processing is limited to providing, securing, supporting, and troubleshooting the

requested functionality in accordance with this DPA; we do not use Account Data (including de-

identified or aggregated derivatives) to train, fine-tune, or improve any machine-learning or AI

model, or instruct or authorize any subprocessor or third party to do so

• AI-assisted features are deployed in alignment with Regulation (EU) 2024/1689 ("EU AI Act"); the

Service is not marketed for, and must not be used for, any prohibited practice under Article 5 of

the EU AI Act, and Customer remains responsible for any high-risk use cases it may elect to

pursue

• Any transient operational logging by AI subprocessors is limited to abuse prevention, service

security, and troubleshooting, retained only for the minimum period necessary for those

purposes, and not used for Customer profiling

• Processing artifacts stored separately from source files

• Document access logging with customer-accessible account audit trail and internal logging

designed to support auditability

• Storage on ISO 27001 certified EU infrastructure with tenant-scoped access controls, and

database-level row isolation enforced per tenant
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Article 5: sub-processors

5.1 Authorization: The Controller provides general written authorization for the Processor to engage
Sub-processors for the processing of Personal Data, subject to the conditions set out in this Article.

5.2 Sub-processor Requirements

Marketdata.ai ensures that any Sub-processor:

• Is bound by written contract imposing data protection obligations equivalent to this DPA

• Implements appropriate technical and organisational measures

• Supports EU/EEA-focused processing under the applicable contractual and technical controls

• Provides adequate guarantees regarding data protection compliance

5.3 Current Sub-processors

A current list of Sub-processors for Customer Personal Data is maintained in Marketdata.ai's Sub-

processor Register. Controller-side and operational vendors are maintained separately from that

processor-side list.

• Hetzner Online GmbH (hosting and storage) - Germany

• Cloudflare Ireland Ltd. (CDN and security) - Ireland

• Lettermint (email services) - Netherlands (EU)

• Sentry / Functional Software, Inc. (monitoring) - Frankfurt EU data residency region; EU-US

Data Privacy Framework and SCCs if transfer occurs

• Mistral AI SAS (AI inference for AI-assisted Service features, including automated document

extraction on upload) - Paris, France

5.4 Changes to Sub-processors: The Processor will provide at least 30 days' prior notice before using
a new Sub-processor in production for Customer Personal Data. The Controller may object on
reasonable data protection grounds within that notice period.

5.5 Objection Outcome: If the Controller objects to a proposed new Sub-processor on reasonable
data protection grounds, the parties will work in good faith to address the objection. If that cannot
be done with commercially reasonable effort, the Processor may either refrain from using the
proposed Sub-processor for the Controller's Personal Data or the Controller may terminate the
affected Service before the change takes effect.
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5.6 Development Systems Boundary

Development tools used for source control, CI/CD, and engineering issue tracking are outside the

ordinary processing flow for Customer Personal Data. Marketdata.ai does not intentionally send

Customer Personal Data to such development systems, and they are not Sub-processors for

Customer Personal Data under this DPA.

5.7 Customer Identity Providers

When enterprise SSO (OpenID Connect or SAML 2.0) is configured for the relevant Subscription,

authentication data is exchanged with the Data Controller's Identity Provider. Where automated user

provisioning is enabled, user lifecycle data may also be received from the IdP. The Data Controller is

responsible for its IdP's privacy and security practices, user lifecycle configuration, and availability.

Marketdata.ai does not act as a sub-processor for customer IdPs; rather, the IdP remains under the

Data Controller's control.
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Article 6: data subject rights

6.1 Assistance

Marketdata.ai will assist the Data Controller in responding to Data Subject requests, including:

• Right of access (Article 15 GDPR)

• Right to rectification (Article 16 GDPR)

• Right to erasure (Article 17 GDPR)

• Right to restrict processing (Article 18 GDPR)

• Right to data portability (Article 20 GDPR)

• Right to object (Article 21 GDPR)

6.2 Response Time: Marketdata.ai will provide assistance without undue delay and will ordinarily
provide an initial substantive response within 3 business days after receiving a sufficiently detailed
request from the Data Controller, taking into account the complexity of the request and the
information reasonably available to the Processor.

6.3 Additional Assistance: The Processor will provide reasonable assistance to the Controller with
security assessments, data protection impact assessments, and prior consultations with supervisory
authorities where required under Articles 35 and 36 GDPR, taking into account the nature of
processing and the information available to the Processor.

6.4 Data Export: The Controller may export Personal Data in machine-readable format through the
platform's export functionality, including current-state Account Data snapshot data, the Account
Audit Trail for the selected export scope, referenced files, and manifest/checksum metadata
appropriate to the selected export scope, subject to documented technical and operational limits and
any agreed offboarding procedures. Standard export tools do not include every provider-side record;
internal security logs, abuse-prevention records, and similar internal materials remain outside the
standard export package unless expressly stated otherwise in a binding commercial document.
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Article 7: international transfers

7.1 Primary Hosting: Primary production infrastructure is hosted in EU data centres in Germany,
with specific functional processing currently performed primarily by EU-based subprocessors listed
in the subprocessor register.

7.2 International Transfers: The Processor will not transfer Customer Personal Data outside the
EEA, the United Kingdom, or Switzerland unless it has implemented a valid transfer mechanism
under applicable data protection law for that transfer. Where the transfer relies on the European
Commission Standard Contractual Clauses, the applicable SCC module and the related annexes set
out in Appendix B are incorporated into this DPA by reference. For the avoidance of doubt, this
Article states the outer limit for transfers of Customer Personal Data and does not narrow the data-
residency commitment given in the Agreement. Account Data is hosted in EU data centres; that
commitment applies whether or not the Account Data constitutes Personal Data, and it continues to
apply notwithstanding the order of precedence between this DPA and the Terms.

7.3 UK And Switzerland: Where Customer Personal Data is subject to UK data protection law or
Swiss data protection law, the applicable UK addendum or Swiss transfer language set out in
Appendix B will apply to the same transfer to the extent required.

7.4 Supplementary Measures: The Processor will maintain and apply supplementary technical and
organisational measures appropriate to the transfer risk profile, as described in Appendix B and
Article 4.

7.5 Transfer Information: The Processor will provide the Controller, on request and subject to
confidentiality and security restrictions, the current transfer appendix, the list of relevant transfer
destinations, and a summary of the supplementary measures used for applicable transfers.
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Article 8: personal data breaches

8.1 Notification: The Processor will notify the Controller's designated privacy, security, or legal
contact without undue delay after becoming aware of a Personal Data breach affecting Customer
Personal Data and will aim to provide the initial notification within 24 hours where reasonably
practicable.

8.2 Information to be Provided

The notification will include:

• Description of the nature of the breach

• Categories and approximate number of Data Subjects affected

• Categories and approximate number of Personal Data records affected

• Likely consequences of the breach

• Measures taken or proposed to address the breach

8.3 Assistance: Marketdata.ai will provide all reasonable assistance to enable the Data Controller to
meet its breach notification obligations under Articles 33 and 34 GDPR.
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Article 9: audits and inspections

9.1 Audit Rights: The Controller may audit the Processor's compliance with this DPA and applicable
data protection law on reasonable prior notice.

9.2 Audit Process

Audits may be conducted:

• No more than once per year unless required by law or a reasonably suspected material breach

justifies an additional audit

• Using documentation, questionnaires, remote evidence, and virtual meetings first where

reasonably sufficient

• On-site inspections coordinated in good faith under reasonable confidentiality, security, and

scheduling requirements

• At the Controller's expense, unless the audit reveals a material breach of this DPA by the

Processor, in which case the Processor bears the reasonable audit costs

9.3 Information Rights: The Processor will make available information reasonably necessary to
demonstrate compliance with this DPA, subject to confidentiality, privilege, security, and protection
of other customers' information.

9.4 Commercial Assurance Separation: Commercial assurance, diligence support, and scoped
control-review rights under the Agreement are separate from the audit, information, and assistance
rights set out in this DPA. Those DPA rights apply independently of plan tier.
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Article 10: termination and data return

10.1 Data Return

Upon termination of the Services, Marketdata.ai will:

• Provide the Data Controller with access to export Personal Data made available through the

Service's export functionality in a machine-readable format

• Delete or return Personal Data within 180 days after termination or expiration of the Services,

unless applicable law requires retention or the parties agree on a different offboarding period

• Provide written confirmation of the completion of the standard deletion workflow upon request

• Ensure Sub-processors comply with the same deletion requirements

10.2 Legal Retention: As detailed in Appendix A, Marketdata.ai retains limited account metadata (up
to 24 months for reactivation and dispute resolution), Account Audit Trail records and related
standard export artifacts where required by law or contract, internal security logs where required
for legal, security, or compliance purposes, and encrypted database backups under rolling retention
schedules documented in Appendix A. All retained data remains subject to continued confidentiality
and data protection obligations under this DPA.

10.3 Backup Restoration: If backup data must be restored for disaster recovery, integrity
verification, or security remediation, the restored data will remain access-restricted and will be re-
deleted or allowed to expire under the applicable backup retention cycle once the restoration
purpose is complete.
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Article 11: liability

11.1 Mutual Responsibility: Each party will be liable for its own compliance with applicable data
protection laws.

11.2 Liability Framework: Except where this DPA expressly states otherwise for data protection
matters, liability under this DPA is subject to the liability allocation and limitations set out in the
Agreement.

11.3 No Additional Uncapped Liability: The notification, cooperation, and assistance duties in this
DPA do not by themselves create uncapped damages exposure except to the extent such limitation is
prohibited by applicable law.
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Article 12: general provisions

12.1 Duration: This DPA remains in effect for the duration of the Services and any period during
which Marketdata.ai processes Personal Data on behalf of the Data Controller.

12.2 Amendments: For a paid subscription, the version of this DPA accepted at the start of the then-
current subscription term will remain in effect during that term, except for changes required by law
or changes that do not materially reduce Controller protections or increase Controller obligations.
Material adverse changes will be notified at least 30 days in advance by email and/or in-product
notice and, unless legally required sooner or expressly agreed earlier, will apply no earlier than
renewal. Non-material changes may be posted with an updated effective date.

12.3 Governing Law: This DPA is governed by the laws of The Netherlands. Any disputes arising
from or relating to this DPA shall be subject to the exclusive jurisdiction of the competent courts of
's-Hertogenbosch, Netherlands, in accordance with the Agreement.

12.4 Conflicts: In case of conflict between this DPA and the Agreement, this DPA prevails for data
protection, privacy, data transfer, and processor-obligation matters.

12.4A Uniform Processor Obligations: Incident notification, subprocessor notice, assistance
obligations, and international-transfer safeguards under this DPA, including Article 7 and Appendix
B, apply without regard to plan tier.

12.5 Contact: For all data protection inquiries: privacy@marketdata.ai. Security incidents and

vulnerability reports may also be sent to security@marketdata.ai.

12.6 Compelled Disclosure: If the Processor receives a binding request from a court, regulator, or

other public authority requiring disclosure of Customer Personal Data, the Processor will, where

legally permitted, promptly notify the Controller before disclosure and will disclose only the

Personal Data legally required. The Processor may challenge, limit, or seek confidential treatment

for the request where commercially reasonable and legally permitted.
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Appendix a: record of processing activities (ropa)

In accordance with GDPR Article 30, this appendix documents the processing activities undertaken
by Dutchcode B.V. trading as Marketdata.ai (Processor) on behalf of Customer (Controller).

Processing
Activity

Purpose Categories of Data Controller-Determined
Legal Basis (if applicable)

Account User
Access
Management

Authentication and access
control within Customer-
controlled Accounts

Identity data, contact
information, authentication
credentials

Typically contract
performance or another
lawful basis determined
by Controller

Account
Content
Processing

AI-assisted Service features,
including automated document
extraction that runs on upload
in the ordinary course

User queries, Account Data
submitted to or processed by
AI-assisted features (including
uploaded document content),
and conversation context

As determined by
Controller in light of the
relevant processing
purpose

Account Audit
Trail And
Account
Security
Logging

Security, tenant isolation, and
auditability of Customer
Account activity

User actions, access logs, role
changes, and security events
tied to Customer-controlled
Accounts

Typically legitimate
interests, legal obligation,
or another lawful basis
determined by Controller

Financial
Analytics

Financial analytics User cost attribution Typically contract
performance or another
lawful basis determined
by Controller

Customer-
Directed
Support
Investigations

Troubleshooting Account
issues at the Controller's
request

Support materials, chat
excerpts, tickets, diagnostic
exports, and relevant Account
records shared by Controller

Typically contract
performance or another
lawful basis determined
by Controller

This Appendix A covers processor-side handling of Customer-controlled Account Data. Provider-side account

administration, Marketdata.ai billing and collections, relationship management, and general support

communications are controller-side activities described in the Privacy Notice and are excluded from this

processor appendix.
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Data Retention Periods

• Service data: Duration of contract + up to 180 days (standard offboarding/export window)

• Chat conversations and inbound emails: User-configurable retention (1-999 days; 90-day default)

• Limited account/contact metadata: Up to 24 months after termination (e.g., reactivation, dispute

resolution, and legal obligations)

• Customer-accessible audit trail records: Up to 7 years where required for compliance (SOX,

regulatory requirements)

• Internal security logs: Retained for operational, security, and legal requirements under

applicable retention schedules

• Database backups: encrypted rolling backups under documented retention schedules

• Operational logs: 180 days

Data Recipients & Transfers

• Sub-processors: See Article 5 (Sub-processors) in this agreement

• International transfers are governed by Article 7 and Appendix B of this DPA

• Where a transfer outside the EEA, UK, or Switzerland occurs, the relevant transfer mechanism,

transfer destination, and supplementary measures are identified in or supported by Appendix B

and the applicable subprocessor register

Security Measures

• See Article 4 (Technical and Organisational Measures)

• Multi-tenant isolation enforced both at the application layer (mandatory tenant scoping) and, on

the tenant-scoped business tables, at the database layer via row-level security policies the

application role cannot bypass

• Encryption in transit (TLS 1.3 required; TLS 1.2 and earlier refused); at rest, LUKS2 (AES-256)

full-volume encryption of the database, AES-256 (SSE-C) encryption of uploaded documents in

object storage, field-level AES-256-GCM encryption for credentials and tokens, and 256-bit

authenticated client-side encryption for backups

• Access controls with role-based permissions
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• Immutable audit logging supports customer-accessible account audit trail records and internal

logging designed to support auditability
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Appendix b: transfer mechanism annex

This Appendix B forms part of the DPA whenever Customer Personal Data is subject to a restricted

international transfer. It documents the transfer mechanism, annex content, and supplementary

measures applicable to that transfer.

B.1 Applicable Transfer Mechanism

• Module 2 (Controller to Processor) applies where Customer acts as controller and Dutchcode

B.V. trading as Marketdata.ai acts as processor

• For UK-restricted transfers, the UK International Data Transfer Addendum to the EU SCCs

applies to the same transfer where required

• For Swiss-restricted transfers, the EU SCCs apply with the modifications required under Swiss

data protection law where required

B.2 Annex I: Parties, Scope, And Transfer Details

• Data exporter: Customer, acting in the role identified by the applicable SCC module

• Data importer: Dutchcode B.V. trading as Marketdata.ai, Litserstraat 20, 5275 BV Den Dungen,

The Netherlands

• Categories of data subjects: employees and contractors of Customer, authorized users of the

Service, and business contacts contained in Customer-controlled records

• Categories of personal data: identity data, contact data, account access and usage data, support

materials, document contents, and related business records as described in Article 3 and

Appendix A

• Frequency and duration: transfers occur on a continuous or ad hoc basis for the duration of the

Services and any agreed offboarding period

• Purpose of processing: provision, support, security, resilience, and operation of the Service in

accordance with the Agreement and documented instructions

• Transfer destinations and onward recipients are reflected in Article 5, the applicable

subprocessor register, and the transfer records maintained under this Appendix B
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B.3 Annex II: Technical And Organisational Measures

• The technical and organisational measures in Article 4 are incorporated into this Appendix B as

Annex II

• Supplementary measures include encryption in transit; encryption at rest at the database-

volume layer (LUKS2, AES-256) and for stored documents (AES-256); field-level encryption of

credentials; encrypted backups; role-based access controls; tenant isolation enforced at both the

application and database layers; logging designed to support auditability; and documented

incident response procedures

• Transfers are limited to what is necessary for the relevant Service function, and access to

transferred data is restricted to authorized personnel and subprocessors with a need to know

B.4 Annex III: Sub-processors In The Transfer Chain

• Hetzner Online GmbH - hosting and storage - Germany

• Cloudflare Ireland Ltd. - CDN and security services - Ireland

• Lettermint - transactional email services - Netherlands

• Sentry / Functional Software, Inc. - monitoring and diagnostics - Frankfurt EU data residency

region; EU-US Data Privacy Framework and SCCs if transfer occurs

• Mistral AI SAS - AI inference for AI-assisted Service features, including automated document

extraction on upload - Paris, France

• Any future sub-processor engaged for a restricted transfer will be added through the

subprocessor notice process in Article 5 and reflected in the current subprocessor register

B.5 UK And Swiss Transfer Language

• For UK transfers, references to the competent supervisory authority and governing law will be

read consistently with the UK addendum where required

• For Swiss transfers, references to the GDPR include the Swiss Federal Act on Data Protection

where required, and data subjects in Switzerland may enforce rights in Switzerland to the extent

required by applicable law
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B.6 Transfer Documentation

• On reasonable request, the Processor will provide the current version of this Appendix B and

information about the transfer destination relevant to Customer's restricted transfer

• Nothing in this Appendix B requires disclosure of information that would compromise security,

privilege, or other customers' confidential information

This Data Processing Agreement (last updated August 10, 2026) constitutes a binding legal agreement between the parties.

Dutchcode B.V. | Litserstraat 20, 5275 BV Den Dungen, Nederland | VAT ID: NL865320202B01 | KVK: 90452151 | RSIN:
865320202
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